Surviving a HIPAA Security Audit
The Health Insurance Portability and Accountability Act (HIPAA)
was enacted by US Congress in 1996, designed to safeguard
Protected Health Information that exists in an electronic form,
otherwise known as ePHI.
Personal health
information is

50x

more valuable on the
black market than
financial information,
and stolen patient
health records can
fetch as much as

$60

per record.

Failure to protect
personal health
information and
comply with HIPAA can
result in civil and
criminal penalties.

90%
of all entities reviewed
in the first round of
HIPAA audits fell short
of compliance.

10 Common HIPAA Violations











Unencrypted Patient Data
Employee Error
Lost or Stolen Devices
Use of third party without a business associate agreement (BAA)
Failure to notify HHS of data breach within 10 days
Employees illegally accessing patient files
Access to patient records without authorization
Accessing patient information on unsecured devices
Lack of HIPAA awareness training
Failure to promptly release information to patients

Herjavec Group’s expertise and leadership in comprehensive
security services can help you achieve HIPAA compliance
without sacrificing your business objectives.

 Engage
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We conduct an initial
Privacy Impact Assessment
looking at how personal health
data flows throughout
your organization.

 Research
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 Report
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We meet with your
organization’s stakeholders
to identify how your
organization protects
personal and/or personal
health information as it is
collected, used, disclosed,
stored and
ultimately destroyed.

After the initial assessment
and discovery phase, we
deliver a detailed report
including the risks identified
and a roadmap to achieve
compliance.

 Action
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We work with you to develop
a step-by-step action plan. We
provide supporting
documentation to ensure you
can demonstrate your efforts
if an audit occurs.
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Compliance
For more information on Herjavec Group’s HIPAA security offerings
visit HerjavecGroup.com/HIPAA

About Herjavec Group
Dynamic IT entrepreneur Robert Herjavec founded Herjavec Group in 2003 to provide
cybersecurity products and services to enterprise organizations. Herjavec Group delivers
SOC 2 Type 2 certified managed security services supported by state-of-the-art, PCI
compliant, Security Operations Centers, operated 24/7/365 by certified security
professionals. This expertise is coupled with leadership positions across a wide range of
functions including consulting, professional services & incident response. Herjavec Group
has offices globally including across the United States, United Kingdom and Canada. For
more information, visit HerjavecGroup.com.

Resources
https://www.herjavecgroup.com/cybersecurity-ventures-herjavec-group-2017-healthcare-cybersecurity-report/
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/examples/index.html

