Hackerpocalypse: A Cybercrime Revelation
A 2016 Report from Cybersecurity Ventures sponsored by Herjavec Group
The editors at Cybersecurity Ventures have compiled some of the most compelling
cybercrime statistics from the past year, which help frame the evolving threatscape
faced by consumers, businesses, and governments globally.

Every second 12 people online become a victim of cybercrime, totalling
more than 1 million victims around the world every day.

Cybercriminals produced malware at a record rate

of 230,000 new malware samples per day
in 2015 and the 2016 figures are expected to be worse.

2015

A new zero-day vulnerability was
discovered every day in 2015.

Last year, more than three-quarters

of the Fortune 500 were breached
by cyber adversaries, and the average time
from a breach to its detection was nearly 146 days.

90% of security incidents result from exploits against
defects in software.
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Most cyber-attacked industries last year:

Healthcare Manufacturing Financial Services Government Transportation

Global spending on cybersecurity products
and services for defending against cybercrime
is projected to exceed $1 trillion
over the next five years.

2021
2017

Consumers globally lost

$158 billion
to cybercrime last year.

Ransomware attacks have risen
an astonishing 300% in 2016.

Global Crisis
The Office for National Statistics (ONS) released
figures indicating that nearly half of all crime
in the United Kingdom is cyber crime.

75% of the top 20 US banks

are infected with malware.

More than 90% of corporate executives say they
can’t read a cybersecurity report and aren’t
prepared to handle a major attack.

By 2020, more than 25% of
identified attacks on enterprises will involve IoT .

Internet of Things

85% of senior security pros
believe that more than 50%
of IoT products are insecure.
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